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) ZESGREA ( Syscall )

+ ATAEBRGFRA?
— IBTERFZERNEF R ERFAALBEREEES
RIRIZITHIARSS | BI701/0. ERIEARFSF

- RRERIREBPEFRSIEERAZERED




) RFRAABN - EFRUMA

SEFHEEEREY
7 | a0 : getchar()

N FTERR ’

] FERICmIES
a1 : SVC #0

EERFENZ




) RFRAAH - ERA

iLImie<

. - VA |
M R +" ;) | SVC (AArch64)

/ / INT/SYSENTER/SYSCALL ( X86 )
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) LinuxBIEBEANRER

Number Name  Description Number Name Description

1 exit Terminate process 27 alarm Set signal delivery alarm clock
2 fork Create new process 29 pause Suspend process until signal arrives
3 read Read file 37 kall Send signal to another process
4 write  Wnte file 48 signal Install signal handler
5 open Open file 63 dup2 Copy file descriptor
6 close Close file 64 getppid  Get parent’s process 1D
7 waitpid  Wait for child to terminate 65 getpgrp  Get process group

11 execve Load and run program 67 sigaction Install portable signal handler

19 Iseek Go to file offset 90 mmap Map memory page to file

20 getpid  Get process ID 106 stat Get information about file




) LinuxiBERZE SR

- BUEEZEFABEER , Linuxal$ JENRERNZE SR
A. Z#GEBANSEMESRBRENE
» ptrace () AEEELinuxABRFRFE B!
— [ iZ N FEESFRdebuggerd
« ST
— stracelEIRE R
- ltraceﬁﬂﬁrﬁﬁiﬁﬁgﬁ -




) {Efstrace

int main() {
write(1, "Hello world!\n", 13);

}

$ strace -o hello.out ./hello

execve("./hello2", ["./hello2"], [/* 59 vars */]) = ©
uname({sys="Linux", node="kiwi", ...}) = 0

brk(0) = 0xca%9000

brk(©xcaalc@) = Oxcaalco

arch_prctl(ARCH_SET_FS, ©xca9880) = ©

brk(@xccblc@) = Oxccblco

brk(0xccco00) = 0xcccooo

write(1l, "Hello world!\n", 13) = 13

exit group(13) = ?



) [T : ChCoreFARJusys exit ()

+ usys_exit : {rBISRIZIEEIR O]

void main(int argc, char *argv[], char *envp[])
{

printf("hello, world\n");

usys_exit(0);

void usys_exit(int ret)

{

syscall(syS_exit, ret, 0, O, O, O, O, 0, 0, 0);

}

10



) [T : ChCoreFARJusys exit ()

.align

11

EXPORT(ell_vector)

exception_entry
exception_entry
exception_entry

exception_entry

exception_entry
exception_entry
exception_entry

exception_entry

exception_entry
exception_entry
exception_entry

exception_entry

exception_entry
exception_entry
exception_entry

exception_entry

sync_ellt
irg_ellt
fig ellt

error_ellt

sync_ellh
irq_ellh
fig_elilh

error_ellh

sync_el@ 64
irq_elo 64
fig_ele 64

error_el® 64

sync_el@ 32
irq_ele 32
fig_el0 32

error_el@ 32

syscall(u64 sys_no, u64 arg0O, u64 argl, u64 arg2, /*

ue4 ret = 0;

asm volatile ("mov x8, %1\n"
"mov x0, %2\n"
"mov x1, %3\n"
"mov x2, %4\n"
/* */

'S\ C #Oﬁn”

"mov %0, x0\n"

L

/ *

“/)

=r" (ret)

"r"(sys_no), "r"(arg0), "r"(argl), "r'"(arg2),
7':/
”Xl“, ”XZ”, llx3ll, ”X4", ”XSH, "X6”’

: IIXOII ,

);

return ret;

"X7ll ,

11
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) RRRAASR:

* AArch6MERFFRIES | 1HBIR

— FNChCoreRIR G SFHERFFRX0-XTERES 81
+ BRFHATERSSHUMALE ?
SRR S, FHRERIRRETTENSET
- AR - AEREHE

— {EAZEHISTT e !

- &

- 18

- 18

D—

NULL -> kernel crash

INZAF -> ZEimiE

A
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) FREEHEN
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%)

BEEIEZNE IR AR ERASEHAZEIRER | NSNS
RBELIAEbUg , IZSFTENREEEHFIEFHFPHE
lmwx%T—%amM%%ﬁiL—%ﬂEE
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) L IEFPERIRR

«  RZARBUERISERB R EBIRAPISET (Mcopy_from_user)
— BIBAAFPEH M AZAFE IR BEERERN

=

- HBAZELETRRE (Page Fault) B3, RS ERELZERPC
- BRERENPCET HERAFBEAIEE , LinuxEXXTE#HITIES
- BAET  WRSEMHAZIEAFER

- 7R
- LinuxshREMFER TIX—E , SHTHERLRR
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) RFEASTERE

- RHERSIERXEEREFH

- [EHA - FNRAEAIES

— x8612H T syscall/sysenter/sysexitREintiH 1 TR FE R

o ER{%E1E
— FFBEIa]ER
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) FRIRMERASRIE

- BEIZITEN : RESHENSS
— RkE& (Policy ) : B+ — MBEXIEIZS

— Hl#l ( Mechanism ) : BEAM — HXIFFE

— BMERF{XNiE T BRI E N ANE N

R 2P UAaNRER

NG, RESMHEE. R
1) =g1))]IE= 20

EESZ : Round-robin, ARSI, JEESLIR ( WN%IE )

Earliest Deadline First ... T, RESRTAME ...
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) IRMERFRISIIR EiH

‘\ Microkernel ( #F# ) : PORRAMIPC , IRLLF . METIREE , IPCRRIDIERECHR

‘\ Exokernel : SiREEAIGIFNN , NAGRTHNEE

k—

(Monolitic (RPSME) 1960s ] (Microkernl (RTH) 19805 ] (Exokerne 1990

| Dlsco/SplashOS ] -
MirageOS \\‘
T -

~
..
~~
~.
~~

[m m
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) Z=H#% ( Monolithic Kernel )
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SITERIR
AR
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- ZRZREFERINEMRR
- HEEXNGE I XFIES
— FTIAREEARMC 7 305F
+ BERZRISITEERPE
- ZEMSAREAR | R BB REIREE]

— SCHIESFF | ERRAE ST AMEINB IR ETE DT
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- TR - RIMEAERIIEE
- HERERARINEERSE

L

— 1t

JPIRRZ 8], fiE

[
Process ' FS |
I

IFZ , FRA"IRSS" ( Server )
SHEEIBE SNBSS

Slow IPC

ukernel
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Application
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| A File Disk
File PP System Driver
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Disk
Driver
1 1 Disk
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) FPIERYFHSE

¢ 19694 , RC 40002 R mIZX St
— IRHEERERIZIT , SOFRIREIRZE
- RHEZEREEIHATFRE N

«|REQUEST

- RUSEEISTATORN o j:; e

— RH"ETE" (Monitor ) BUBES ()L &=
- LS = WATCH
— Per Brinch HansenZFEH&& | | y

E PS-READ
PS-CARDH
11} ——
. FI 7 ": ;Es z W ? = KIT
E EIJ W& 1: CHANGER
BANKER 1 JAE—
| : BANKER 3
BANKER 2 1
Fiis (12 / $id ;¥ ¥’

COMMUNICATIONS: -—— PRIVATE BUFFER <=——= QUEUE MULTI-BUFFER
- | OCKING SEMAPHORE «—--SIMPLE MULTI-BUFFER

29
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) Machfif{#%

- 1985%F , Mach &%
— HCMUFH% , Rick Rashiddhi&:
- M ERRREFE TEREM

« 1986%F , Mach 2.5 ( {4BSELUNIXZE25% )
— B AKEBSDEIRED , W1:18taskSprocessiist , SXPHIZELUNIXE X
— BB TR , FHTFNeXT , RARWEERIKIE

- 1990%FF , Mach 3.0 ( MREELUNIXE67% )
— FUBEEENXE , K18 yBSDHIRES , EE TIPCLURS AL
— fRH"continuation” , IS BRHE T EZiEE!
+ SMFRIFRES CAEIRAORHRRE/RE LT3 , #—5 R microkernel

Rick Rashid
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) Machi&3EM 7 HFLETNEE 2
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) Mach : BRE5R&SHST

« MachfRiIFHPFPESIEEIRPaging
- NATECEEECHENRE

- EETEMIIEE ( Redirection )
—- FREFREER , BENITRPR S
— XMMEEATEXIZEN
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« LARYIPCIlEBEEEMachiR20(E

— IPC{UEIERER

- EREFEHRES | REERKE

- RiZER T IPCHNBRIGEZFINRE , 345 P SH I

- REIRSHEOERSEES

+ BRIREHBXZRSR

Jochen Liedtke
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) sel4 : FERZIUIGIERRRYRAIZ

- HFLABMAZ

- IPCH\#l : igs ( endpoint)
— 181 Capabilityi#171P CHIT R it
— Capabilityr] S I E ]

+ B TUCISIERIAZ
— 870017C , bug-free!
- REEPX@H. TEiEER
— buglIENX : BURTFspecification

Gernot Heiser
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) sel4 : FERZIUIGIERRRYRAZ

- RCHIRH , LS @RI '

Az |
TENMSES |
Manual
" TRE .
k\%ﬁ\ . é %:, x == Stage 2 @ Implementation Stage 1
¥4+ Haskell -
— \1E ‘ < *&j: %—l— Manual Design
4 - bI§ = Implementation Q Prototype Improvement
\ .
— ANi&EFHunion %
4 - High-Performance S Abstract
. Iterate e
C Implementation Translation % Specification

- FiHaskellf3i5[REY
Refinement % Executable @ Refg:zon}ent

— — _El‘_‘L]'IE Proof Specification

— BFoEC
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) QNX Neutrino

QNX : Quick UNIX

— {EFNeutrinoffN %

— 1980F &7

— 20045 #Harman E RIS
— 20104 EE K

8 e SEATEEK

Ny <Y apL
- }-‘_IZ J J é&ﬁ\ BeillR.
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anagsy file Flash
manager file
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manager DOS file NFS file

manager manager
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microkernel ¢

Y

Software bus

@- i
ﬁ A A + A
' . Qnet
Photon Application network

Character

GUI manager manager
manager
TCP/IP CIFS file
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manager
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-
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) Google Fuchsia

* GoogleFF&ZHIEFNOS
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MINIX

» HFANRHAZ
— [iBEREAERAS , Andrew Tanenbaum#ig

. B FIntelMEFELR Andrew Tanenbaum
- IR HA ERINRSHHRIFRS. .

mN et Q VIDEOS EXECUTIVEGUIDES SECURITY CLOUD INNOVATION CXO HARDWARE MORE

|D musT READ: Coronavirus-themed phishing attacks and hacking campaigns are on the rise

MINIX: Intel's hidden in-chip operating system

Buried deep inside your computer's Intel chip is the MINIX operating system and a software stack, which includes
networking and a web server. It's slow, hard to get at, and insecure as insecure can be.

https://www.zdnet.com/article/minix-intels-hidden-in-chip-operating-system/ 39
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— macOS /i0S : Machf¥R#Z + BSD 4.3 + K& HEZR
— Windows NT : A% + ISR RIRSS + RFRHESR

Monolithic Kernel

based Operating System based Operating System

Microkernel

"Hybrid kernel"
based Operating System
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API
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) IMZZEHI ( Exokernel )

« Exokernel FMEHEIE{HHSR
~- "RERNZIRMNS , siARECII St RER A"
- RENAFNEREESHMSE ( end-to-end/REN )
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« EEOS (LibOS)
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) Linux as a LibOS?
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) ExokernelZB3RI(ER Ot

« Customer-Support:

— “Extensibility has its problems. For example, it makes
the customer-support issues a lot more complicated,
because you no longer know which OS each of your
customers is running” (Milojicic, 1999).
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) Barrelfish Multikernel

- BarrelfishiZ={EZX5
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